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STUDY OF THE ETHICAL ISSUES IN TIKTOK

Abstract. In recent years, TikTok, a globally popular video-sharing smartphone application (app),
has gained a reputation for capturing the zeitgeist of culture and redefining the way people use social
media. This research paper aims at figuring out the ethical problem in Tiktok. After briefly describ-
ing the meaning of algorithms in life and some potential problems of using algorithms, this paper
focuses on the social software TikTok, a short video application that has become very popular and
controversial in recent years. This research has also used the TikTok dataset and modeling to support
the spread of inappropriate text and videos. Through the analysis of the TikTok dataset and some
visual data processing methods, how the recommendation system works is better displayed in this
paper. By analyzing the data, the paper also makes it clear why the recommendation system brings
the threat of spreading inappropriate information, both in text and videos. Additionally, the research
outlines to a certain degree some challenges when solving the algorithm bias in TikTok through some
examples. Furthermore, this paper analyzes the measures taken by the government and TikTok to
face these problems. It emphasized that moral problems with Douyin are inevitable, but in addition
to social platforms and the government, this research has concluded that there are better ways for
TikTok to alleviate the problem to some extent. This paper recommends further research into more
social media apps besides TikTok and further analysis of the potential problems that appeared in
these apps or some common problems both share.
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1. Introduction

1.1 Algorithm

On the fast track of development, our society is
moving forward by a leap. Technology does more than
facilitating communication and ending the days when
people used to meet for a chat. Artificial intelligence
also equips people with the ability to replace a large
proportion of complex and mundane work. Artificial
intelligence or algorithm is a set of instructions that
take an input, A, and provide an output, B, that chang-
es the data in some processes [1]. It has widespread

use on the daily basis and is still becoming more and
more ubiquitous without awareness. In a golden age
of data, for a myriad of jobs that people did on their
own before, colossal datasets and algorithms can al-
most completely replace human labor. These sets of
instructions for solving problems or completing tasks
play an indispensable role in our everyday life: from
the Internet to medical care, from education to trans-
portations, algorithms are helping us in far more fields
than we can imagine, such as calculating the most effi-
cient routes of delivery, predicting the most profitable
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marketing strategy, increase observability of specific
behaviors and making a sensible public health policy.

Here is the way how the algorithm can be ap-
plied in the dataset. Sifting through masses of data,
algorithms provide computers with a successive and
precise guide to do specific tasks. Utilization of this
can be followed back to one of the famous persons
in computational hypothesis. In 1952, Alan Turing,
a mathematician, published a set of equations that
tried to explain the patterns people see in nature,
such as the dappled stripes of zebra, the whorled
leaves on a plant stem, and the complex tucking and
folding that turns a ball of cells into an organism [2].
Nowadays, simply put, algorithms are also about a
set of equations to solve specific problems. The equa-
tions work via input and output by applying each
step of the algorithm to the data to generate the re-
sult we needed which is the output. In recent years,
increasing amounts of available data have enabled Al
algorithms to be utilized in many fields.

In our daily life, file compression is a process that
algorithm runs on data in which the size of a file, as well
as the storage, is reduced by re-encoding the data. After
downloading a.zip file, operating systems can extract
the contents of this.zip file like a normal folder. Rather
than extract everything manually just like a decade ago,
the operating systems work in the background and
dive into the.zip files in a few seconds. This is because
compression algorithms can optimize specifically for
different files and make them into a usable form. Com-
pression algorithms are a kind of operating system that
turns the input,.zip files, into the output, usable files.
Long series of bytes that are repeatedly used is found
by the algorithms, and it replaces them with a single
byte or as short series of bytes as possible that rarely oc-
curs in the file [ 3]. Therefore, this reduces the amount
of memory required to store files [4]. Just like com-
pression algorithms, many other kinds of algorithms
are playing important roles on the daily basis and pro-
viding people with a richer trove of valuable informa-
tion. These algorithms are far more complicated than
the equation via input and output, but the essential

behind algorithms is to simulate the data processing
and decision-making processes of the human brain.

1.2 Concerns of algorithms

These complex algorithms are used in many other
aspects that we do not aware when using them, but is
affecting us every day, such as business and market-
ing. “We're at the beginning of a golden age of Al Re-
cent advancements have already led to inventions that
previously lived in the realm of science fiction — and
we've only scratched the surface of what’s possible.”
Jeff Bezos, Amazon CEO said. Nowadays, almost all
the businesses are utilizing and taking advantages of
Al The improvements in algorithms make it possible
to automate decision-making based on colossal da-
tabase. For example, price discrimination algorithm
is a practice used by businesses to charge a different
price for the same product to different consumers [5].
However, increasing capabilities of price discrimina-
tion algorithms is debatable. For businesses, they
implement price discrimination using algorithm by
profiling consumers using cookies which is commonly
used in ecommerce applications [6]. This information
can be used for either consumer segmentation with
different pricing displayed or personalization, such
as product/service recommendation, targeted adver-
tisement, targeted coupons with a flat price, and rank
in algorithmic search which influences click-through
rates [7]. These can all be approaches to implement
price discriminate using algorithms. In this aspect, the
outcome of algorithm is negative for consumers. For
people who are charged with a higher price, it is some-
how inequitable. Additionally, their personal informa-
tion is gleaned by the business, which will cause some
network security problems.

Concerns about algorithm is also present in other
fields. With big data, a series of algorithms have sig-
nificantly improved their usability on Internet and
social media. Issues about using algorithm on the
Internet and social media bring Al against human
ethics. The questions being raised about algorithms
are not about algorithms per se, but about how algo-
rithm is used and how data is used [8].
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This problem is “the social dilemma’”, meaning
social media applications or websites manipulate
people by using algorithms. Nowadays, technology
companies offer a lot of free products, Facebook,
WeChat, Tiktok, Twitter, for which people don’t
pay to use. This is attributed to that the advertisers
are people who pay. The advertisers are the custom-
ers of the social applications and websites, and the
users and their personal information are the goods
to be sold. For example, Google’s system scans the
emails being sent and received by personal account
and gain the content of these emails. By using infor-
mation gleaned from a user’s email combined with
data from their Google profile, Google display what
it considers are relevant advertisements [9] Because
users will only see the advertisements they are inter-
ested in, they are likely to click on it and it is harder
to determine whether the messages presented by
advertising are truthful or not. More often than not,
by exaggerating some attributes of the product and
downplaying the product’s drawbacks to people who
are interested in it. This also gives companies an op-
portunity to encourage endless purchase requests.

Surveillance capitalists sell certainty to companies
that want to know with certainty what people do and
what people will do. In 1986, 1% of the world’s infor-
mation was digitised. In 2013, it was 98% [10] and
this is where the certainty comes from. By using digi-
tized information, algorithm determine the things you
receive in those websites and applications. Engineers
at companies like Facebook and Google spend huge
chunk of time to create new algorithms and tweaking
old ones [11]. Itis a matter of fact that today s internet
is ruled by algorithms to some extent. Social media is
no longer a bicycle waiting to be ridden, or a car to be
driven. It is self-learning and self-analyzing. To some
extents, artificial intelligence has gradually evolved
into a tool for soliciting, luring, and even manipulat-
ing and profiting from human beings.

1.3 Background information of TikTok

Artificial intelligence is also commonly used in
other social media websites and applications, includ-

ing the popular video-sharing application-TikTok.
TikTokis a globally popular smartphone application of
sharing and creating short videos. It is owned by Byte
Dance Ltd., a privately held company headquartered
in Beijing, China and owned many other popular ap-
plications in China [12]. In recent years, it has gained
a reputation as capturing the zeitgeist of culture and
redefining the way people use social media. Initially
launch in China by Byte Dance, the app become well-
known around the world after renaming to TikTok. In
November 2017, the previous rival of TikTok, Musical.
ly, was acquired by the company for $1 billion, and the
user accounts of both are consolidated [13]. Now, it
has 689 million users internationally every month [ 14]
and has downloads estimated at between 850 million
and 987 million, excluding Chinese third-party down-
loads, in 2020 [15]. Allowing users to create, watch,
and share short entertaining videos set to various mu-
sicand sound effects, TikTok is notable for its high level
of engagement. The personalized feeds of videos and
the addictive quality further drives TikTok’s popularity.
By collaborating on content with other users, having
online live shows, and easily adding effects like filters,
stickers, and lip sync sound effects, TikTok attracts
mounting number of creators and becomes the second
most downloaded iPhone app in 2020 [16].

Since the app is free, it seems mysterious how
the application makes money. The truth is that the
main value of TikTok is the users or the gargantuan
user base. With more than 2 billion users, the ad-
vertisements run by TikTok are the most obvious
way it makes money. Different types of advertise-
ments, including In-Feed ads, Brand Takeovers, and
Branded Hashtag Challenges, allow TikTok to earn
a large chunk of money from people or businesses
who want to display their advertisements or new
hashtags. When we are scrolling through the For You
page, receiving an advertising videos, and seeing the
newly shown up hashtags, branded custom stickers,
or augmented-reality filters and lenses, TikTok is
earning money and selling the products—the users.
Additionally, the in-app purchase is another income
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for TikTok. Using money to purchase virtual coins,
people over eighteen years old are allowed to use this
as in-app currency and send virtual gifts to others.

2. Ethical problem in TikTok

2.1 Newly Appeared Ethical Problem

TikTok’s appeal relies on addictive quality and high
levels of engagement. After opening this application,
the For You page is what the users see first. Equipped
with a powerful recommendation system, TikTok
can automatically provide videos curated to people’s
interests. In the For You page, the short-form video
uniquely tailored for every user is played one-by-one
instantaneously as the application is being opened.

In fact, the For You page relies on algorithms to
provide a myriad of videos which is different for every
one of the 689 million monthly active users world-
wide [17], and the success of TikTok also has a close
relationship with this powerful intelligent algorithm
behind it. People were speculating about this com-
plex and mysterious For You page and how recom-
mendations are delivered to their feed, attributed to
that TikTok had been secretive about the platform’s
algorithms in the past. TikTok finally revealed how
the For You Page recommendations are generated
several years ago. However, at the same time when
people know more about the algorithms. There are
newly appeared ethic problems in TikTok. The data
from the users is the main basis of this application,
but the way of using data and feature videos makes
people concern. As how videos get featured is almost
only based on the For You algorithm, but lack man-
ual review, the videos that is ethically wrong or the
videos with misleading information will easily get
spread. Under this circumstance, TikTok becomes
a great place for malicious people to hide nude im-
ages and objectionable contents. Its lax security and
control have allowed it to become a place filled with
pedophiles, profanity, crime, violence and extrem-
ism and will lead to many fatal consequences on not
only TikTok users, but also all people online [18].

This paper focuses on TikTok’s video recommen-
dation system and the ethical problem arising from it.

By using the TikTok video dataset, the paper further
analyzes why the ethical problem is caused by the rec-
ommendation algorithm. The TikTok dataset is pro-
cessed by using Apache Spark to formulate a series of
queries, and some analytics are extracted based on the
data contained within this dataset. Furthermore, this
paper analyzes the solutions to those ethical problems
in terms of the algorithm bias. This research can be
useful for people to have a deeper understanding of
the TikTok’s video recommendation system and fig-
ure out the way of improving this technology.

2.2 Technical development of video recommen-
dation system

As mentioned before, not like other application,
the addictive quality led by algorithm in recom-
mendation system is the kernel of TikTok’s success.
Bytedance is focusing on the artificial intelligence in
various products. An Al Lab is established in 2016,
focusing on the development of innovative technolo-
gies that serve the purposes of ByteDance’s content
platforms [19]. In TikTok, it is also this powerful
algorithm technology that leads to its popularity.
TikTok is an algorithm-driven, content-oriented
product. Besides the basic, industrialized recom-
mendation engine need a robust backend and archi-
tecture design for integration and huge database to
support the algorithm [20].

2.2.1 How TikTok recommends videos

According to TikTok: “The system recommends
content by ranking videos based on a combination of
factors — starting from interests you express as a new
user and adjusting for things you indicate you’re not
interested in, too” [21]. From hashtags used to user
interactions and your settings— they can all influence
the algorithm and the videos recommended to you.
With this recommendation system, the application
has the capability to eliminate almost all the initia-
tive searching of its users. It enables users to easily
get the videos they like and enables videos to pass to
only people who will like them. TikTok revolution-
ize the way for people to search. It greatly alleviates
the effort people pay to obtain useful and interested
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information from massive amounts of other informa-
tion. With thoroughly understanding of the recom-
mendation algorithm principles, we can better figure
out the ethical problems in TikTok and the solutions.
The technical development of video recommenda-
tion system in TikTok is explained by how specific
users and videos are matched to each other.

In the blog posted by TikTok on June 18, 2020,
“How TikTok Recommends Videos #ForYou.” Ac-
cording to this blog, a number of factors are used in
the recommendation system, some are not just con-
sidered equally important but individually weighted
by TikTok’s For You algorithm. The specific factors,
according to TikTok, are listed below [21]:

1. User interactions such as the videos you like or
share, accounts you follow, comments you post, and
content you create.

2. Video information, which might include de-
tails like captions, sounds, and hashtags.

3. Device and account settings like your language
preference, country setting, and device type. These
factors are included to make sure the system is opti-
mized for performance, but they receive lower weight
in the recommendation system relative to other data
points we measure since users don’t actively express
these as preferences.

According to TikTok,

All these factors are processed by our recommenda-
tion system and weighted based on their value to a user.
A strong indicator of interest, such as whether a user
finish watching a longer video from beginning to end,
would receive greater weight than a weak indicator, such
as whether the video's viewer and creator are both in the
same country. Videos are then ranked to determine the
likelihood of a user’s interest in a piece of content and
delivered to each unique For You feed [21].

This blog, to some extents, provides transparency
to the public and let people know more about the
recommender system. Using the factors listed above,
TikTok recommend the content people love. If one
clicks on a singing video, TikTok will customize ac-
cording to this video and the mechanism will analyze

further to trace users’ future behaviors and offer pre-
cise recommendations. Without any initiative selec-
tion or search, the user passively accepts the system’s
personalized recommendation content [19].

2.2.2 How videos get featured

From the aspect of how videos get featured, the
platform’s algorithm can be explained in another way.
First, the algorithm needs draw user’s persona and
understands the users well, even better than them-
selves do. By sorting the user’s information and clas-
sifying the user according to their interest character-
istics, the algorithm can deliver the videos accurately
according to users’ persona and the classification,
which is User Clustering formed by the algorithm.
Second, once a video is uploaded, TikTok will au-
tomatically extract features of videos in the context
of reccommender systems. It first exploits critical en-
gineered features that would be derived and feed-in
into the recommendation system [20]. After this, by
showing it to a small number of users who are classi-
fied to be more likely to engage with it. This process
of choosing a small subset of users is based on the
users’ persona and the likelihood of a user’s inter-
est in this piece of content. If these users watch the
video in full, share it, give a like or follow the creator,
which means they respond favorably, the video will
be shown to more people that is also considered to
have the similar interests. That same process then re-
peats itself in just a few seconds, and if this positive
feedback loop happens continuously, the video can
go viral in TikTok [22]. This process is done almost
completely by the system’s algorithm.

3. Analysis of the ethical problem using Tik-
Tok video dataset

3.1 Ethical problems caused by powerful algo-
rithm in TikTok

“A Global Interest Discovery Recommendation
Method and Device” is a patent ByteDance applied
for how the company systematically recommends
contents to users who are interested in them. As
mentioned before, the powerful algorithm adopted
by the recommendation system help to build a hi-
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erarchical interest label set according to the topic of
the content, and calculate the correlation degree of
each interest label in the set in order to customize
videos to the users [ 19]. Therefore, with this power-
ful algorithm, TikTok successfully attract many users
and creators.

Mr. Han (translated by Erik Butler) wrote in his
book: “Under the de-medialization trend in the digi-
tal media era, users are no longer just passive receiv-
ers and consumers of information, but also active
senders and producers” [23]. He also said that the
shitstorm represents an authentic phenomenon of
digital communication [23].

People now finds TikTok not only a place to re-
ceive information, but also a platform for them to
enjoy the right of expression. Even ordinary people
can speak out, show their life, use this free, easy-to-
use application to record everything. Therefore, with
more senders and producer, TikTok is now covering
all area of interests with its miscellaneous content
materials. When people want to see current news,
they open TikTok rather than newspaper; when they
want to learn special skills, such as cooking, they
open TikTok rather than books; when they want to
have rest, they open TikTok, too, to watch mini self-
made sitcoms, rather than open the television.

With such a huge content material on TikTok
platform accurately match the corresponding au-
dience, interesting things can quickly reach to the
audience and can be spread in just a few minutes.
Different from the connection system in real life be-
tween circles acquaintances, friends, and families,
information in TikTok is spread without this limita-
tion, without the narrow circle in people’s real life.
People have the opportunities to get access to any in-
formation they want, and, for the same, information
can be spread to anyone who may be interested in it.
However, TikTok not only creates the platform that
dilutes the significance of social connection, but also
makes it a way for malicious people to take advan-
tage. Although there is the sophisticated and logical
algorithm, which is the foundation of recommenda-

tion system, and the model used to check the con-
tent of videos, there must be unethical things being
spread. TikTok embrace all the interests of users and
video creators, so people are likely to be interested in
and misled by fake information, objectionable con-
tent, and inappropriate material.

Therefore, not only efficient extraction of the
information but also a high-quality review system
is a necessary requirement. However, the review of
manual editors cannot be sufficient for the rapidly
changing content and a myriad of new information.
With insufficient manual review, the videos that is
ethically wrong or the videos with misleading infor-
mation will easily get spread, even in a few seconds. It
is difficult for TikTok to maintain a healthy commu-
nity and eco-system with simply today’s algorithm.
User-generated images and videos can harm the plat-
form and offense the users.

For example, a disturbing video of suicide was
reportedly live-streamed on TikTok. The video first
showed up on other social media platforms and is
re-uploaded and went viral in TikTok quickly. It was
not long before people starting to post the graphic
video of a man live-streaming his suicide hidden in
innocent contents to shock other users. Malicious
people are now hiding the video in other videos to
make it look like just a normal video or anything
else [24]. They share it in comments, hide it in other
contents, and edit it into the innocent dog and cat
videos. Since this suicide video is causing negative
repercussions on millions of users, the application
is flooded with warnings about this viral trend, with
many people warning others to exit any video pop up
showing a man with long hair and abeard. Some also
suggested to stay off TikTok to avoid seeing these
disturbing and dangerous contents.

Theo Bertram, the European director of pub-
lic policy of TikTok responded to this and said:
“Through our investigations, we learned that groups
operating on the dark web made plans to raid so-
cial media platforms including TikTok, in order to
spread the video across the internet. What we saw
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was a group of users who were repeatedly attempting
to upload the video to our platform” [25].

Justlike this suicide video, many other videos with
inappropriate content have spread on TikTok once.
Although some are removed quickly, there are many
cases that the content causes a negative impact and
even breaks the law. This “spreadability” is both the key
draw and an ethical problem of TikTok. By facilitating
the share of a new video based on the users who pre-
viously watched it and respond favorably, it is impos-
sible for platforms to moderate the video as soon asitis
posted and stop the spread in time. Users will continue
to post disturbing and inappropriate content, including
inappropriate language (discriminatory, racist, insults,
swear words... ), objectionable content, and explicit
or suggestive content. There are many other cases that
this kind of inappropriate material is hidden in normal
contents and becomes viral in TikTok.

3.2 TikTok data analysis

3.2.1 TikTok video dataset

Analysis of the TikTok video dataset can help to
get a deeper understanding of the recommendation
system and extract useful and unknown patterns, re-
lationships, and information in this recommendation
algorithm. The dataset [26] used in this paper includes
165111 comments in TikTok collected from 2020.04
to 2020.10. The information includes in the dataset is
all the 165111 comment ID, comment text, video ID,

create time, like count, status, author unique ID, au-
thor nickname, whether the author is private, author
language, author signature, author custom verification,
author UID, author second UID, author avatar thumb,
author region, author ins id, author youtube channel
title, author youtube channel id, and author Twitter
id. This TikTok dataset is worldwide data, but most in
the US. The aim of using the data analysis is to show
the basic rule in recommendation system. Therefore, it
can support that hiding the inappropriate material into
popular hashtags and terms can make it spread quickly.

3.2.2 Methodology

The data processing method is the use of Apache
Spark in Python. Apache Spark is an open-source,
distributed processing system that utilizes in-mem-
ory caching, and optimized query execution for fast
analytic queries against data of any size [27].1t pro-
vides development APIs Python [27]. Using Apache
Spark and Python, an open-source, distributed pro-
cessing system used for big data workloads, some
analytics about Tik Tok videos and comments are
extracted by formulating a series of queries based on
the data contained within the dataset.

3.2.3 Data processing

In the dataset, the text of comment and the like
counts are collected and the top S most adopted
terms by each author are depicted using the TikTok
dataset and are shown in table 1.

Table 1. — Top 5 most adopted terms by each author (only showing top 10 rows)

author.unique _id

TOPSWORDS

the stomping lan chop [‘Hahahahahahahaha!!!!!’]
jxst_vxbing [‘egegeg’]

mahakhamidd [lying), ‘tho, ‘not), ‘he’]
noneyabuisness1994 [‘he), ), ‘Tesla, ‘Can), ‘get’]
taylorjwoodward [‘but’, ‘where’, ‘his’, ‘is’, “Tesla’]
thomasmalcolm04 [‘@willyg04’]

jillpickle31 [‘a) ‘could, ‘How, ‘keep), ‘you’]
salma.lazraq [‘not’, ‘him), ‘getting, ‘or’, a’]
someonekamil? NEITTTY
zacharywiseman21 [‘have’, ‘ate!!’, ‘David’, for’, @]
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The create time of the comments and the text are
collected. The 15 most frequently used terms in each

of the daily time slots (i.e., Morning, Afternoon, Eve-
ning, Night) is also shown in table 2.

Table 2 — The 5 most frequently used terms in each of the daily time slots.

Time slot Top 15 words

Evening [ the; he,get, you, him, T, David) tesla, Tesla) this’ is to, that,can’]

Morning [2) ‘the), “Tesla), ‘him), ‘tesla), ‘he), ‘get’, ‘that’, ‘i, ‘man), ‘T, ‘is’, ‘this’, ‘you’, ‘can’]
Afternoon [2), ‘him), ‘get’, ‘this, T, ‘the, ‘@daviddobrik], ‘is, ‘you, ‘to, ‘buy’, ‘on), “Tesla, ‘cod), ‘tesla’]
Night [‘the, @, ‘he), ‘this, ‘Tesla, ‘to, ‘him), ‘tesla), ‘is’, ‘T, ‘that’, ‘Give, ‘get’, I, ‘my’]

Using this dataset, the text of the comments and
videos are depicted. The TagCloud of terms used in
TikTok is shown in the picture below. By using this
visual representation of text data, keyword metada-
ta (tags) can be depicted and can be visualized free
form text. The most frequently used terms in TikTok
is David, S, Tesla, Vote.etc.
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The text and create time are collected. Given
as input a term, the graph of its use over time is
shown. Figure 2 shown below is the use of the word
“David” over time. There is a significant increase in
the use of this word from July to September with
the highest frequency reaching 1800. Apart from
this period, the use of this word has a frequency
of about 400. Figure 3 shown below is the use of
the word “Tesla” over time. There is a decrease in

the use of this word from April to May. The highest
frequency in this graph is in April with a frequency
0f 400. Apart from this period, the use of this word
has a frequency of about 50.

Given a time slot as input, the Tag Cloud of the
terms used is shown. The graph shown below is the
Tag Cloud of the terms used at night. The most fre-
quently used terms at night is David, S, and Tesla.
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3.2.4 Findings and conclusions

A. inappropriate text content

According to the data processing above, it can be
predicted that malicious people can use the most ad-
opted terms by each author and the most frequently
used terms in a particular of the daily time slots to
make their video or comment become viral quickly.
By hiding the inappropriate content into the most
frequently used terms in TikTok can help to hide in-
appropriate things and serve an illegal purpose. For
example, according to the Tag Cloud, David and Tesla
are the two most frequently used terms from 2020.04
t0 2020.10. The term “David” become popular in Au-
gust and September. This means that hiding the inap-
propriate content in these terms can make the videos
likely go viral. Additionally, with precise calculation
and prediction of what term will be used most fre-
quently, taking advantage of the recommendation
system is a great tool for illegal purposes.

Furthermore, according to the analysis of TikTok
dataset, the recommendation system has a clear and
predictable tendency. A particular word, even a word
that is not very common in daily life, such as the term
shown in the Tag Cloud, can be used much more
frequently than others. When a literally number of
users respond favorably to the video or comment
with a particular term, the content will be shown to
more people. With positive feedback loop happening
enough times, the content can be spread quickly. If
the content is innocent and common, the interesting

content material on the platform accurately match
the corresponding audience and quickly reach to
the audience within a few minutes. If the term is not
“David”, “Tesla”, “Vote”, but other words or contents
that may be objectionable or used to suggest inap-
propriate content, it can also spread very quickly
since TikTok encourages creativity. Therefore, due
to the nature ofits algorithm, inappropriate contents
are easier to go viral on TikTok [28].

For example, there are many trends in TikTok
with some of the terms become very popular in a
particular period of time. However, some TikTok
trends have been shown to be detrimental, and even
life-threatening, for young people in particular. Tik-
Tok’ s users are contained by many young children
or adolescents. When it comes to malicious content,
they are more naive and gullible, which means they
are likely to trust the misleading information [18].
According to Statista, 25% users in TikTok are at the
age of 10-19, and 21.4% users are at the age 0of20-29
[29]. The high proportion of adolescents and young
people in TikTok means that the dangerous terms
and trends in TikTok are likely to cause negative re-
percussion. Young people and adolescents during
puberty are often easily influenced by online infor-
mation and are prone to try out what they see around
them, especially when some terms or contents are
very popular in Tik Tok trends. Benadryl trend can
be a case in point to illustrate this. The Benadryl
trend was once popular in TikTok. After some us-
ers respond favorably, the recommendation system
shows it to more and more users. However, the re-
view system does not detect the potential problem
in the Benadryl trend. Benadryl is an antihistamine
that reduces the effects of natural chemical hista-
mine which has the symptoms of sneezing, itching,
watery eyes, and runny nose [30]. When perform-
ing the challenge, teenagers challenge each other to
take large doses of Benadryl to trigger hallucinations.
This will lead to fatal consequence in that taken in
large enough doses of drug will health problem and
even death, although right number of pills only cause
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people sleepy. According to the US Food and Drug
Administration, the health problem caused by too
much medication includes serious heart problems,
seizures, coma or even death [31].

B. Inappropriate video content

In addition to the text appear in the TikTok video
and comment, the video content will also contain
inappropriate things, which are even more difficult to
be detected. For example, there was another trend in
TikTok called the Silhouette challenge. In this trend,
many female users will pose sexy in the video, and
some will dance to the music rhythm. The mysteri-
ous shadow that seduces and cleverly shows oft the
body lines is shown with the backlit red light [31]. In
some videos, underage users come across swearing,
scantily clad adults, and suggestive dancing in Tik-
Tok. Many people even take advantage of this trend
to edit the clip to hunt for nude images from TikTok’s
underage users.

Since these videos seem to have no association
with nude trading, TikTok has failed to moderate
them. For instance, “Tradefortrade) a hashtag once
spread in TikTok, connects to a profile with a male
stroking themselves suggestively [32]. A comment on
that post is, in fact, associated with trading nude imag-
es.One user’s video asked for nude photos. Finally, the
accounts are found to be connected to a community
with lots of accounts centred around for nudity [32].

Additionally, there are some popular hashtags
linked to dangerous behaviors like self-harm, sui-
cide, and jumping off a building. Even choosing to
filter out inappropriate content, one option in Tik-
Tok’s Digital Wellbeing feature, cannot eliminate all
the dangerous things. The filters can never catch ev-
erything since the hashtags change frequently with
new creative spelling and hidden words or images
can easily make the inappropriate content bypass fil-
ters. Additionally, hashtags can be edited to target a
particular community, attributed to that the hashtag
can help the videos send to people who have shown
interest in it. When people swipe and watch the vid-
eos on the For You Page, the hashtag with specific

words or content gradually reaches the particular
community.

3.2 Challenges when solving algorithm bias

There are reigniting debates about what TikTok
need to do when facing the ethical problem. It is criti-
cally important for TikTok to suppress content that
involves violence, scamming, pornography, flatu-
lence, and weighing in facts, high-quality content
like news [20]. To reach this goal, TikTok is trying
to create a border control frame needs to be defined
beyond quantifiable model objectives (Content Au-
dit system) [20]. However, challenges exist when
solving algorithm bias. Rather than the quantifiable
objectives in the recommendation system, such as
click-through rate, reading time, likes, comments,
and reposts, there are many things cannot be eas-
ily measured. This huge chunk of factors that cannot
be easily evaluated or checked by the system cause
many challenges when solving algorithm bias. This
is due to that these intangible objectives, such as the
content without hashtags or clear signals, cannot be
identified by quantifiable indicators.

3.2.1 Content moderation

As mentioned before, one of the main challenges
is the insufficient of content moderation, both text
moderation and video moderation. Content modera-
tion is the most used method to remove inappropriate
content in recommendation system. However, con-
tent moderation is hard and cannot be perfect. TikTok
must put alot of work into making sure the algorithms
catch any objectionable content. Content moderation
includes pre-moderation and post-moderation. This
means the content can be vetted before being posted
or can be analyzed shortly after being posted.

Content moderation should not harm user in-
teractions. When choosing to pre-review or post-
review, TikTok needs to consider that having user
videos and comments appear quickly is important
to ensure a lively exchange of ideas and opinions,
which is the social media platform’s ultimate goal.
If the likelihood of receiving problematic content
is low, post-moderation may suffice for most of the
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content [33]. Nevertheless, in TikTok, the likelihood
of receiving problematic content is high.

Without completely pre-moderation, there are
chances for malicious people to pose the worst con-
tent. Even with adequate post-moderation, either
by using machine learning systems, or reviewing
by human moderators, the worst content will get
chances to be spread in ten seconds, ten minutes, or
ten hours. Even within a short period, the power of
spreadability cannot be alleviated. Cutting the video,
editing it within seemingly harmless material, put-
ting filters on it, or distorting the audio are all ways
to spread the content [34]. Millions of variations for
each unwanted word, including letter replacements,
character insertions, phonetic variations, leetspeak,
obfuscation, hyphenation, special characters, em-
beddings, etc, are hard to be eliminated. The possi-
bility may be small, but once an inappropriate video
gets spread, the impact is big. Machine learning and
algorithm is now advancing but it can never be per-
fect, even in the future [35].

Therefore, post-moderation alone will not be
timely and effective. The hybrid model is adopted to
solve the problem to some extent. Ideally, this model
includes software that blocks videos or comments
from the moment they first appear online until re-
viewers evaluate them and make a final decision on
whether to remove them. Yet even if the software is
used to highlight questionable posts, TikTok should
aim to read all videos and comments. There are not
completely fixed and uniform standards to measure,
and even personal feelings will be involved some-
times. Many people have said that the same video is
deleted at first, but when posting it again, the video
successfully pass verification.

3.2.2 No requirement for the video to go viral

As mentioned in the previous part, the recommen-
dation system features the videos based on the users’
interests. This means that a mass number of follow-
ers is not the requirement for the video to go viral.
Although TikTok will ban the users who have spread
inappropriate content in the past. There are ways that

new users also spread these things. As TikTok has
moved from local to global, more users are present, a
larger possibility of having malicious people is present,
and a bigger influence the content of videos will have.

The auto-play recommendation system in the For
You Page making it easy to let thousands of users
watch the video in just a few minutes. Without the
limitation of based on who you follow, how many
people you are following, TikTok finds it far more
difficult to solve the ethical problem than other news
feeds and social networking. For the users, after
watching a video contain inappropriate material or
disturbing content, the For You Page will start to rec-
ommend more to them again and again, even when
they do not leave a single comment, interact with
others, or follow the creator.

Furthermore, live streaming, a way to simulta-
neously record and broadcast in real-time to all the
viewers around the world, is even harder to mod-
erate. With an internet enabled device, such as a
smartphone or tablet, and the broadcast platform,
TikTok, almost any users can share anything in live
streaming, which means the viewers will be exposed
to any content the live streamer shows. The content
in live streaming is even more difficult to moderate
than videos and comments.

3.2.3 Migrate across to other platforms

As mentioned before, the suicide video once
went viral in TikTok. The representative of TikTok
once responded to the ethical problem:

“Our systems have been automatically detecting and
flagging these clips for violating our policies against con-
tent that displays, praises, glorifies, or promotes suicide.
We are banning accounts that repeatedly try to upload
clips, and we appreciate our community members who've
reported content and warned others against watching,
engaging, or sharing such videos on any platform out of
respect for the person and their family” [12].

With just a few taps users and reviews can remove
the video showing disturbing content. Videos can be
re-uploaded easily and migrated across other plat-
forms quickly. To minimize the chance of detection
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by the content moderation machine learning system,
once the video is uploaded, bad actors are prone to
download it, modulate it, and share it across multiple
platforms like Reddit, Instagram, Facebook, and more
[18]. It can very quickly become a cross-platform
problem affecting many social media sites and thus
millions of people around the world [35]. When the
inappropriate videos are out in the wild and shown in
other platforms, it will far more difficult for TikTok
to remove them completely. Some people even move
onto another app after making contact in TikTok and
create bigger community to do illegal things. In this
case, it will be hard to not only avoid the footage on
For You Page when people scrolling through it, but
also limit the spread of videos in only one platform.
4.Data governance and management solution

4.1 Solutions and effect

TikTok has announced a set of Community
Guidelines to strengthen its existing policies focus-
ing on the community’s well-being and relieve so-
cial pressure. In the Community Guidelines, TikTok
states how it processes inappropriate content and
some other reactions to the ethical problem.

According to TikTok

We will remove any content — including video, audio,
livestream, images, comments, and text — that violates our
Community Guidelines. Individuals are notified of our
decisions and can appeal if they believe no violation has
occurred. We will suspend or ban accounts and/or devices
that are involved in severe or repeated violations; we will
consider information available on other platforms and
offline in these decisions. When warranted, we will report
the accounts to relevant legal authorities [36].

This Community Guidelines made it clearer
about what kinds of content is banned in TikTok,
but many users and reports were still criticizing
TikTok, on the ground that this do not completely
solve the problem. On February 24, 2021, TikTok
published its latest transparency report. The report
covers from the beginning of July to the end of De-
cember. According to this report, 89132938 videos
were removed globally for violating the Community

Guidelines. Moreover, TikTok states that it identi-
fied and removed 92.4% before a user reported them,
83.3% before they received any views, and 93.5%
within 24 hours of being posted [37].

But removing videos like this will never com-
pletely ensure the health of the community. As stated
in the report, there is no way to delete videos ev-
ery single time. We can’t deny TikTok’s efforts and
changes, but we can’t completely solve the problems
and challenges mentioned above. What TikTok
needs is to make sure that they can’t send the video
out and spread it before it has an impact.

Another way to address the problem is to pro-
tect vulnerable groups, especially the underage users.
TikTok haslong had a series of protection and prohi-
bition measures for underage users and children un-
der the age of 13. For TikTok, it is also a way to deal
with social criticism and skepticism. Children and
adolescents are very vulnerable to the inappropriate
content in TikTok. According to TikTok, registration
for users who are below the age of 13 is not allowed.

In its Community Guidelines, TikTok claims “us-
ers must meet the minimum age requirements to use
TikTok, as stipulated in our Terms of Service. When
underage account holders are identified, TikTok will
remove those accounts” [36]. It’s true, however, that
TikTok’s primary audience is children (including
those under 13) and teenagers. The fact is that it is
easy for children and teenagers to register since the
age verification process is so relaxed that only self-
declaration is required [38]. Of the viral video-shar-
ing app’s 49 million daily users in the United States in
July, about 18 million were 14 or younger, according
to data obtained by The New York Times [39].

4.2 Grow in strict supervision

Under regulatory scrutiny, TikTok is facing threats
of being banned in the US and many other countries
as for data privacy and immoral content. TikTok was
temporarily banned in Indonesia in 2018 and in Paki-
stan in 2020 [40]. In recent years, some countries or
regions, especially the European Union, have also
stepped up supervision and regulation of social me-
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dia platforms in many aspects such as data protection
and cyber hazards. Other countries have also imposed
heavy fines and even prosecution on social media ex-
ecutives to effectively remove harmful content [41].
For example, in 2019, Sharing of Abhorrent Violent
Material Act is passed in Australia. Technology execu-
tives can be sentenced to up to three years in prison
and fined up to 10 percent of a company’s global turn-
over [41]. The development of these legislation has
put pressure on platforms to become more self-polic-
ing in terms of content censorship. Rather than ban
TikTok, the regulatory plan is more efficient in that it
offers along-term, rules-based approach to addressing
concerns about this social media platform.

5. Conclusion

.1 TikTok data ethical dilemmas are inevitable

The problem of “immoral” content raises a kind of
difficulty for the freedom of speech and is a dilemma
that can hardly be solved [42]. The TikTok data ethi-
cal dilemma is that the Internet makes it easy for bad
actors, ranging from trolls to spammers to malicious
hackers, to deter or frustrate speech within online
channels [43]. Nowadays, there are many problems
and challenges in solving ethical problems. Even
though both Tiktok and the government have taken
steps to ensure the safety of users and the well-being
of the community, there are still some potential prob-
lems. Many measures are being taken to mitigate the
problem as much as possible, but they are fundamen-
tally unavoidable. As long as there are people on Tik-
tok who want to take advantage of bad information
or profit from it, there will be more ways for them to
circumvent censorship and laws, and there will always
be a certain chance that the recommendation system
will spread the content, because enough hiding can
make it past the screening and surveillance system.
In general, the existence of these moral problems is
undeniable and inevitable. The TikTok data ethical
dilemma now becomes a permanent social problem
sewn into the logic of the Internet [42]. Minimizing
harm and potential problems is the best that Tiktok,
the government, and users can do.

5.2 Three ways can help

Although the TikTok ethical dilemma is inevi-
table, there are three ways to help.

Firstly, for the users, protecting themselves is of
great importance since it is the most direct and effi-
cient way to maximize their security and privacy. En-
suring the TikTok is private or not allowing other us-
ers to find you and interact with you essentially means
that others cannot follow, like, comment on, duet with
you, find your account via a search engine, access to
your videos and likes without approval. This can be
done easily by turning the option on in the Safety
section of the Privacy page, attributed to that TikTok
share users’ contents by featuring them on the For You
Page by default. By blocking interactions and prevent-
ing others from viewing your content, the possibility
that you receive inappropriate content or harassment
under your videos and messages will be lower. Addi-
tionally, using restricted mode for children’s accounts
is another effective way. Restricted mode which stops
inappropriate content cannot eliminate all the con-
tents that are not suitable for underage users, such as
false or misleading information, violence, sexually ex-
plicit material, hateful or offensive material, but it can
help to some extent to alleviate the problem of seeing
those dangerous, misleading content.

Secondly, government plays an indispensable role
in managing social media. As mentioned before, ban-
ning social media is not the primary solution. For in-
stance, since 2020, the UK government has outlined
new powers for the media regulator Ofcom to regulate
social media platforms [44]. Rather than rely largely
on the self-governance of those platforms and let them
make their own rules about removing inappropriate
content, the government now forces them to ensure
the harmful and objectionable content is removed in
the first place. This means companies are responsible
for this as well rather than only the person who posted
it is at risk of prosecution [44].

Finally, it is a matter of fact that social media com-
panies should be responsible for the inappropriate
content and should aim at removing all the contents
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that will potentially cause negative repercussions. In
sharp contrast, the users, those bad actors in particu-
lar, won’t get rid of their responsibility. The anonymity
and free speech should not be the excuses for users
to say whatever they want. Not only do social media
companies need to be regulated, but the public should
also be limited by laws. Legal restriction on content
censorship standards is the prerequisite of eliminating
the inappropriate contents but not removing them.

5.3 Further study aspects

The study suggests that future research should
focus on how social software and short video apps
deal with inappropriate information. Nowadays,
many ethical issues are unavoidable, and there are
still many potential problems and challenges. How
to deal with and deal with these problems from the
aspects of the software itself, government regula-
tion, self-protection, and so on is very important. At
the same time, it is hoped that there will be more
profound research on how to improve the video rec-

ommendation system. Through such research, this
software can better bring positive effects to users and
eliminate inherent hidden dangers and dangers. At
the same time, for a better network environment as
well as the protection of teenagers’ network use

The study suggests that there should be more re-
search into the moral problems of TikTok in addition
to its inappropriate content. It cannot be denied that
TikTok has contributed in many ways and brought
convenience and entertainment to people. But criti-
cism of TikTok has been widespread across platforms
and places. Only by further studying the remaining
aspects of the problem, can we finally achieve the
optimization of this social software as far as possible.

The study suggests more research on other social
software in the future. Other social software also has
some ethical issues to some extent. More research
can be done on the problems that exist in other as-
pects as well as TikTok. Only by discovering these
problems can we better improve them.
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