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Abstract

This article presents the results of simulation of spot jamming in the GNU Radio environ-
ment using various modulating signals. In addition, experimental results of spot jamming using
GNU Radio software in combination with HackRF One are presented.
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Introduction

Currently, spatial noise generators are
used, as a rule, to mask informative side
electromagnetic radiation and interference
(SERI) of personal computers, workstations
of computer networks and complexes at
computer facilities (Liu, T., & Li, Y., 2019;
Adamy, D. L., 2015; Foziljonov, K., & Fazil-
janov, 1., 2023). Various types of blockers
can be used to suppress cellular communi-
cations that are not authorized to be used
in radio microphone mode or in classrooms
during an exam. Such devices are actually
generators of barrage interference, blocking
the frequency range of a particular cellular
communication standard within a small
radius. Both noise generators and signal
jammers affect a wide range of frequencies,

which can lead to restrictions on the use of
legitimate radio communications, access
to radio frequencies and wireless networks
(Liu, T, & Li, Y., 2019).

Spot jamming generators have less im-
pact on the operation of authorized wire-
less technologies within a controlled area
or room, since they have a relatively narrow
frequency spectrum, commensurate with the
bandwidth of the suppressed device. In ad-
dition, the continuous improvement of tech-
nical reconnaissance means, including in the
direction of reducing the bandwidth of the
frequencies used in order to reduce the like-
lihood of their detection, still leaves relevant
issues of modernization and development of
new circuits for narrow-band interference
generators.
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With the rapid development of commu-
nication technology, with the advantages
of high flexibility, good compatibility, wide
openness, and the ability to easily upgrade
and expand the system at a later stage, soft
radio technology has been applied to a vari-
ety of radio engineering activities, showing
broad application prospects.

This paper discusses the modeling and
experimental study of Spot jamming using

Section 3. Engineering science in general

GNU Radio software and the HackRF One
radio device.

Radio-electronic interference is electro-
magnetic radiation that degrades the quality
of operation of radio-electronic equipment,
guided weapons, and information processing,
reception and transmission systemsBased
othe frequency range overlap, interference is
divided into barrage and Spot jamming (SJ)
(Schleher, D. C., 1999; Spezio, A. E., 2002).

Figure 1.
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Barrier interference has a wide range of
frequencies, many times greater than the
bandwidth of the suppressed receiver (Fig. 1)
(Schleher, D. C., 1999).

AF > Af,.

Where AF — interference signal spectrum
frequency; Af,— bandwidth of the suppressed
receiver or signal.

Figure 2.
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SJ has a relatively narrow frequency
spectrum commensurate with the bandwidth
of the suppressed device or a spectrum width
commensurate with the signal spectrum

width (Fig. 2) (Spezio, A. E., 2002).
AF ~ Af;.

Simulation of Sj in the Gnu
Radio Environment

GNU Radio is open source software that
is a set of tools for developing software-de-
fined radio (SDR) systems. It provides users
with blocks (nodes) for signal processing that
can be used to create various radio systems,
ranging from conventional radio receivers
to new generation communication systems
(“Tutorials,” GNU Radio, 21-Jul-2022; Mi-

pr——|
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|

yashiro, H., Medrano, M., Huarcaya, J., & Le-
zama, J., 2017; Gummineni, M., & Polipalli,
T.R., 2024).

With GNU Radio, users can develop their
own radio systems using flexible and power-
ful signal processing tools.

GNU Radio is widely used in both aca-
demic research and commercial projects, in-
cluding prototyping, educational purposes,
and scientific research.

GNU Radio’s core capabilities include
signal processing, filtering, modulation, de-
modulation, encoding and decoding, and in-
terfacing with various hardware devices via
standard interfaces such as USB and Ethernet.

In this article, two types of modulation
AM and FM were chosen for the formation of
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modulated PPs. Below are the AM PP simula-  2021). In Fig. Figure 4 shows the spectrum of
tion model (Fig. 3) (Harianto, B.B., Rifai, M., the AM PP, in this case, a harmonic signal is
Irfansyah, A., & Suprapto, Y., 2021; Bhima- used as a modulating signal.

varam, K. R., Hiremath, P. S., & Kumar, S.A.,

Figure 3.
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Replacing the signal source block with  of the simulation, the spectrum of the AM SJ
Wav file source makes it possible to use an  is shown below (Fig. 5).
audio file as a modulating signal. The result
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In GNU Radio, the WBFM Transmit
block is provided to generate an FM signal.
This block generates wideband frequency

modulation (Shrivastava, A., 2018; Martoyo,

I., Setiasabda, P., Kanalebe, H. Y., Uranus,
H. P., & Pardede, M., 2018; Gummineni, M.,
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& Polipalli, T. R., 2020). By connecting the
corresponding blocks, we can obtain a sim-
ulation model of the FM SJ (Fig. 6).

In Figure 7 shows the oscillogram and

spectrum of the FM SJ. In this case, a har-
monic signal is used as a modulating signal.
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Figure 8 shows the result of the simula-
tion, where an audio file is used as a modu-
lating signal.

Experimental Part
This section presents the results of AM
and FM PP radiation. In the models shown in
Figures 3 and 6, by replacing the QT_GUI_

Section 3. Engineering science in general

Frequency_Sink blocks with an Osmocom
sink, it becomes possible, using the HackRF
One SDR transceiver and the ANT500 anten-
na (Gummineni, M., & Polipalli, T. R., 2020;
Davronbekov, D., & Fozilzhonov, H., 2021;
SDRuno User Manual v 1.41. SD Rplay, 21-
Jul-2020), to broadcast (radiate) the gener-
ated SJs at a frequency of 434 MHz.

Figure 9. Spectrum of the FM SJ signal using an audio file as a modulating signal

Figure 10. Spectrum of the FM SJ signal, a harmonic signal
is used as a modulating signal

Figure 11. Spectrum of an AM SJ signal using an audio file as a modulating signal
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The SDRplay RSPdx with the SA-7000
antenna and the SDRuno program for work-
ing with the SDR receiver were used as an
SDR receiver.

Section 3. Engineering science in general

Figures 9-12 show the spectrum of the
emitted SJ. In Figure 9, an audio file is used
as a modulator.

Figure 12. Spectrum of an AM PP signal, a harmonic
signalis used as a modulating signal

Thus, based on the results of the exper-
iment and simulation, the following conclu-
sions can be drawn:

GNU Radio software allows you to create
simulation models for generating modulated
targeted interference with different modeling
signals and frequencies. This makes it possi-
ble to study the effects of such interference on
radio systems or electronic devices without
the risk of damaging the actual equipment.

Using HackRF One in combination with
GNU Radio, targeted interference can be
transmitted at various frequencies. It is im-
portant to note that the interference power

will be limited by the maximum output pow-
er of the HackRF One. This approach has a
wide range of applications, including testing
the immunity of radio systems to interfer-
ence, evaluating the effectiveness of interfer-
ence detection and suppression algorithms,
and in radio frequency attacks to disrupt ra-
dio systems.

The results obtained can be used to
demonstrate targeted interference to military
and radio engineering students. In addition,
it is possible to use targeted interference to
disguise SERI or to disrupt synchronization
in reconnaissance receivers.
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