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Abstract

The article examines issues related to ensuring the stable, reliable, and secure operation
of energy-generating equipment through the application of innovative cybersecurity technol-
ogies and advanced fuel-management solutions. Particular attention is devoted to the role of
embedded processors and controllers in supporting autonomous operation, online monitor-
ing, operational control, and computer modeling of equipment operating parameters without
requiring significant external computing resources.

The publication analyzes contemporary approaches to adapting energy-generating systems
to alternative fuel technologies, including the increasing use of methanol-based fuel mixtures.
Special emphasis is placed on engineering solutions developed for gas turbines operating with
methanol concentrations ranging from partial substitution to the complete replacement of
conventional diesel fuel.

The study considers the technological challenges associated with changes in fuel compo-
sition, including the need for the rapid reconfiguration of monitoring and control systems,
software updates, and recalibration of operational parameters. The author examines inno-
vative methods for the dynamic mixing of methanol with conventional diesel fuel to improve
combustion characteristics, increase operational efficiency, and compensate for the specific
thermodynamic properties of methanol.

Particular attention is given to the development of simple, reliable, and mobile cybersecurity
solutions designed to protect control and information systems without requiring substantial mod-
ifications to existing equipment designs, operational schemes, or engineering configurations. The
article highlights the importance of information-security systems capable of protecting operational
software and data-storage media while maintaining compatibility with existing energy infrastructure.
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The conclusion emphasizes the prospects for integrating advanced cybersecurity technolo-
gies, intelligent monitoring systems, and innovative fuel-management solutions into modern
energy-generating equipment in order to improve operational safety, increase fuel efficiency,
enhance environmental performance, and support the long-term modernization of energy-pro-
duction systems.
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Introduction

Energy-generating equipment is inher-
ently highly autonomous during operation,
and issues related to operational manage-
ment and online monitoring can, in many
cases, be effectively addressed using the pro-
cessing capabilities of the equipment’s em-
bedded processors and controllers.

In numerous applications, comput-
er modeling of operating-cycle parameters
can also be performed using these internal
computational resources, provided that the
modeling tasks are properly formulated and
optimized from both technical and economic
perspectives.

The Israel Electric Corporation possesses
substantial engineering resources dedicated
to optimizing electricity-generation process-
es, including the application of advanced fuel
mixtures consisting of diesel fuel and metha-
nol, with an increasing trend toward metha-
nol concentrations reaching 95- 100% of the
fuel composition.

Changes in fuel type and composition re-
quire the rapid reconfiguration of all moni-
toring and control systems, as well as the
deployment of specialized software capable
of accounting for all modifications in equip-
ment operating parameters, control-system
settings, and calibration procedures.

Industrial operating conditions require
protection methods and devices that can
provide comprehensive and reliable protec-
tion for monitoring and control equipment
without complicating existing operating pro-
cedures. Such solutions should preserve vir-
tually all circuit, kinematic, and fundamental
design elements of the original equipment

while introducing new protective compo-
nents that do not require modifications to the
base equipment during implementation.

Industrial experience and operational
practice have demonstrated the need for mo-
bile and highly simplified protection systems
capable of supporting autonomous equip-
ment operation without introducing addi-
tional information-storage media into exist-
ing operational architectures.

During the evaluation and analysis of
available protection technologies, specialists
of the Israel Electric Corporation concluded
that the most economical and effective ap-
proach would be a data-storage protection
system that does not require substantial
modifications to the design or circuit archi-
tecture of energy-generating equipment.

The Israel Electric Corporation is recog-
nized as a pioneer in the application of meth-
anol as an alternative fuel for power-generat-
ing gas turbines.

Gas turbines of this capacity range (20—
—25 MW) traditionally utilize Diesel Fuel No.
2 as their primary fuel source.

One of the original objectives established
by the development team responsible for the
new innovative technology was the utiliza-
tion of the so-called evaporation energy of
methanol, which is significantly higher than
that of other commonly used liquid fuels.

To achieve this and other innovative ob-
jectives, various modifications and optimiza-
tions of the turbine fuel system were devel-
oped. In addition to configurations providing
complete replacement of diesel fuel with
methanol, these solutions included innova-
tive systems for the dynamic mixing of meth-
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anol with small proportions of conventional
diesel fuel.

Such mixing strategies made it possible
to reduce the influence of certain methanol
properties on the combustion process, par-
ticularly those associated with methanol’s
relatively low flame temperature.

Given that hundreds and thousands of
long-service-life turbines currently remain
in operation worldwide and utilize a variety
of fuels—including heavy diesel fuels such
as fuel oil, natural gas, coal dust, and other
fuel blends—it is appropriate to examine the
differences between adaptation systems de-
signed for the dynamic mixing of methanol
with these fuel types, as well as the character-
istics of the mixing devices themselves.

Section 4. Technical sciences in general

During prototype verification and qual-
ification testing, the fundamental technical
solutions associated with such devices were
evaluated. These solutions demonstrated
certain design differences depending on the
type of fuel utilized and the number of fuel
components involved in the mixing process.

At the same time, despite the high degree
of unification and standardization achieved
in modern fuel-preparation and fuel-mix-
ture systems, the overall infrastructure of
thermodynamic equipment remains highly
dependent on the mobility, efficiency, and re-
liability of control, monitoring, and calibra-
tion systems, including the real-time adapta-
tion of all incoming and outgoing operational
signals.

Figure 1.

The first figure presents a three-di-
mensional model of a device designed
for the dynamic mixing of diesel fuel
and methanol directly within the fuel
line of thermodynamic equipment.

The device is extremely simple in design
and, even in this configuration, may be used
in at least two different ways: as a static mix-
er, since it contains no moving parts, and as
a static online fuel-homogenization device
operating directly within the fuel-supply line.

Due to the unique characteristics and
complexity of energy-generating equipment,
the integration of even such a compact and
simple device into the fuel system requires
appropriate adjustments to the operating
parameters of the equipment. This, in turn,

necessitates modifications to the software
controlling the embedded processors and on-
board computer systems.

From the perspective of mechanical and
hydraulic installation, the process of imple-
menting such modifications is entirely con-
ventional and does not present significant
technical difficulties. However, from the
standpoint of cybersecurity, the temporary
interval required for software modification,
updating, or replacement creates a potential
vulnerability window through which mali-
cious software or computer viruses may gain
access to the control and monitoring systems
of thermodynamic equipment.

Considering the inherent inertia of such
systems, it may be assumed that the detection
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of unauthorized intrusion could occur only after
a certain period of operation. During this time,
malicious software could potentially affect or

Section 4. Technical sciences in general

disable critical components and subsystems of
the equipment before the intrusion is identified
and corrective measures are implemented.

Figure 2.

Furthermore, if a dual mixing system
is integrated into the equipment, the cor-
responding cybersecurity risk is effectively
doubled. In addition, where the system in-
corporates a recirculation loop for excess
fuel, a significantly larger number of com-
ponents and mechanisms may become ex-
posed to the influence of malicious software,
thereby further increasing the risks associ-
ated with modernization and system adap-
tation.

Under real operating conditions, there
is often a need for substantially higher volu-
metric or mass fuel-flow rates. For example,
when comparing the calorific value of meth-
anol with that of conventional diesel fuel,
methanol possesses approximately half the
energy content of diesel fuel. Consequently,
modernization for methanol operation re-
quires an increase in fuel consumption by
more than two times in order to maintain
equivalent energy output.

This requirement further complicates the
modernization process and necessitates the
installation of approximately twice as many
fuel-handling devices, together with all asso-
ciated monitoring, control, and management
elements.

Such a configuration imposes additional
demands on the processing power, memory
capacity, and operational capabilities of em-

bedded processors and programmable con-
trollers, thereby further confirming the va-
lidity of the conclusions outlined above.

The following figure illustrates such a qua-
druple-system configuration comprising four
independent units, each of which may, if nec-
essary, operate autonomously within the over-
all fuel-management and control architecture.

In recent years, powerful and highly pro-
ductive systems have emerged that are ca-
pable, in principle, of replacing multi-com-
ponent configurations while maintaining
equivalent or even superior thermodynamic
performance characteristics.

The following figure illustrates such a sys-
tem with a processing capacity of 1,000 liters
per hour.

Although this system incorporates only
three external inlets and a single outlet, the
specific requirements associated with its
control, monitoring, and hydrodynamic co-
ordination demand no fewer control and
management operations than more complex
multi-component systems. Consequently, it
requires comparable computational capabili-
ties from the associated control, monitoring,
and operating-cycle simulation systems used
in thermodynamic equipment.

Accordingly, the importance of ensuring
high-quality and guaranteed protection of
software components during the operational
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loading of control, monitoring, and analyti-
cal systems remains critically important re-

gardless of the type or configuration of the
fuel-mixing device employed.

Figure 3.

When considering the fundamental tech-
nical requirements applicable to such systems,
the following key criteria may be identified:

245

Information-storage media must pos-
sess original integrated security fea-
tures;

Software loading and updating pro-
cedures must be protected against
unauthorized access and malicious
interference;

Control and monitoring systems must
ensure the integrity, authenticity, and
traceability of operational software
throughout the entire service life of
the equipment;

Figure 4.

Protection mechanisms should func-
tion without requiring substantial
modifications to the existing design,
architecture, or operational princi-
ples of the equipment;

Security systems should support au-
tonomous operation and maintain
functionality under industrial operat-
ing conditions;

Cybersecurity measures should en-
sure reliable protection against un-
authorized software modification,
malicious code injection, and external
cyber threats targeting critical control
and monitoring infrastructure.
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« Information-storage media must
possess an identification system and
methodology equivalent to those used
in processor-based and onboard com-
puter systems for data recognition
and verification;

+ The identification code must be ap-
plied to the information-storage
medium in such a manner that the
standard dimensions, geometry, and
configuration of the medium’s inter-
face and connection elements remain
unchanged;

« The identification code should be
based on a single control and mea-
surement parameter;

Section 4. Technical sciences in general

« Identification of this parameter must
be performed using a non-contact
method.

The above requirements represent only a
portion of the key technical criteria. Howev-
er, under current technological conditions,
no commonly used mobile information-stor-
age medium fully satisfies these require-
ments, even partially.

In this regard, it should be noted that, after
reviewing the highly significant publications of
Babadzhanian Heorhii, an Associate Member
of the Ukrainian Academy of Sciences, dedicat-
ed to this field, our working group concluded
that it was extremely important to evaluate and
test the information-storage media coding sys-
tem proposed in his publications.

Figure 5.

As demonstrated in these publications,
the developments proposed by Babadzha-
nian Heorhii collectively satisfy all of the

above-mentioned technical requirements, as
well as a considerable number of additional
independent requirements and their combi-
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nations. Furthermore, these developments
establish the foundation for a new and prom-
ising technological field based on magnet-
ic-resonance, non-contact methods of con-
trol and nano-scale measurement.

From the perspective of a specialist in-
volved in the operation of industrial pow-
er-generation equipment, the most effective
application of this method appears to be its
dissemination among manufacturers and op-
erators of specialized computer systems used
in power-generation facilities.

Given the clear scalability characteristics
of fuel-mixing and fuel-preparation equip-
ment, it may be reasonably assumed that the
proposed coding system can be implemented
throughout virtually all sectors of the energy
industry, including gas turbines, diesel gen-
erators, boiler systems, combined heat and
power plants, and other types of thermody-
namic equipment.

The following figure presents three-di-
mensional models of dynamic fuel-mixing
devices arranged according to size and scale
factors. The smallest systems may be inte-

Section 4. Technical sciences in general

grated into compact industrial or domestic
equipment, whereas the largest systems are
capable of supporting fuel-flow rates reach-
ing tens of thousands of liters per hour.

The proposal developed by Babadzhanian
Heorhii significantly expands the potential in-
tegration opportunities for innovative energy
projects. Even within a single power-genera-
tion facility with a capacity of several tens of
megawatts, such an approach may generate
annual savings measured in hundreds of thou-
sands of dollars while simultaneously provid-
ing the highest achievable level of protection
for energy-equipment control architectures
and management systems.

Moreover, within the context of modern
energy technologies, this proposal demon-
strates originality of concept, innovative
thinking, and the exceptional nature of a new
technological and software-oriented direc-
tion. With relatively modest implementation
costs, it offers a practical solution to one of
the most critical challenges facing contempo-
rary energy systems—the achievement of an
adequate and reliable level of cybersecurity.
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