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STOCHASTIC MODELING OF THE FUNCTIONING
OF WIRELESS SENSOR NETWORKS

Abstract. The work is devoted to solving the problem of developing an information technology
for monitoring environmental parameters based on the concept of the Internet of things, taking into
account the uncertainty of information sources and the possibility of crisis situations. The principles
of construction, technological solutions and directions for the development of systems for monitoring
environmental parameters are analyzed. The advantages and disadvantages of known approaches
are revealed and the feasibility of constructing mathematical models, methods and algorithms
for compiling communication protocols for WSN wireless sensor networks with random access
and relevant information technologies for monitoring environmental parameters to ensure high
performance, quality and survivability of their functioning is proved. Improved stochastic models
of the functioning of wireless sensor networks, which made it possible to assess the probability of
signal collision and more effectively design communication protocols for the Internet of things Io T.
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Introduction

At present, there is an urgent need to control
and measure almost all physical quantities and in all
spheres of human activity. The use of sensors and as-
sociated communication nodes gives an idea of the
universality of the problem of the development of
wireless sensor networks (wireless network sensors,
NSHYV), in particular, in homes and buildings; in-
dustrial facilities; warehouses; in the natural environ-
ment in an environment affected by biological and
chemical weapons; in cars and airplanes; on mobile
intersections; at the bottom of the ocean; in rivers in
combination with water energy, etc.

The development of electronics, information
and communication technologies (ICT) provides
grounds for implementing the idea of measuring
and controlling any necessary physical quantities of
the environment, industrial processes, management
processes, monitoring, etc. Such a huge volume of
applications of measuring technology requires solu-
tions related to the technology of collecting, trans-
mitting and processing information. Many network
solutions have been developed and implemented
based on previous experience in implementing ICT
in the Internet of Things (IoT) concept, which are
computer networks of physical objects (i.e. actually,
things) that are equipped with technologies to inter-
act with each other. These solutions are dominated
by deterministic methods of access to the function-
ing of the network. The number of solutions is quite
large and diverse: LAN, MAN, WAN, WLAN, Wi-Fj,
mobile telephony, Bluetooth, Zeeg Bee, etc. [1].

However, for a wide range of applications in
modern monitoring information systems, determin-
istic solutions are of little use in view of large equip-
ment costs, complexity, high energy requirements,
complexity of algorithms, and a wide occupied radio
band. All this significantly limits the possibility of
their use. At the same time, the search for stochastic
solutions opens up wide opportunities for additions
that were previously little-used network solutions in
some applications (for implementation that has not

been possible so far). They spread the category of
solutions for modern applications, such as environ-
mental monitoring, medical monitoring, etc. In this
regard, the development of information technologies
for environmental monitoring in the IoT concept is
an urgent scientific and technical task [2].

The analysis of the principles of construction,
technological solutions and the direction of devel-
opment of monitoring systems in the concept of the
Internet of Things (IoT), which consists of physical
devices equipped with built-in technologies for in-
teracting with each other or with the external envi-
ronment using standard communication protocols,
indicates that these devices can be automatically
read, connected and carried into operation using
highly intelligent interface without human involve-
ment. Due to the intensive development of informa-
tion and communication technologies, in particular,
the spread of NSHV systems of wireless networks,
the emergence of cloud technologies and comput-
ing, the development of technologies for interaction
between machines of practical solutions. It is nec-
essary to emphasize that the IoT concept encom-
passes three interrelated basic problems: ensuring
information security (Internet of Things security);
scaling the growing volume of technical devices and
data (Scalability of the Internet of Things), and also
taking into account the requirements for reducing
energy consumption (Technical solutions of the In-
ternet of Things and low-power design) [3].

Modeling of wireless sensor networks

Let’s turn to stochastic models of WSN function-
ing to estimate the probability of signal collisions in
the system [3]. Let’s take a closer look at these mod-
els. Let A’ be an event that will mean that there is
no collision in the interval [0, s] (s > 0). We take as
P(A!) the probability of no collision in the interval
[0, s]. Consider the interval [0, s], where s > ,.

Suppose that N(s) = j, that is, the number of
transmissions in the interval [0, s] is equal toj j>1.
The random vector(U,, ..., U ; ) of the time between
transmissions is uniformly distributed on the set
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for (u,,....,u,)eQ;, as well as 0 beyond that.
Then the conditional density of the absence of a col-
lision in the interval [0, s], assuming N(s)=j, is

equal to,
i

P(A;/N(s)=j)=P(U,>t,,....U, >tp)=(1_jij ’

S J.
where the expression x, is defined as follows: x, =x
for x>0 and x, =0 for x <0. The conditional prob-
ability of a collision in the interval of length s, where
s>t,, provided N (s) = j,is given by the expression so:

P(AS/N(S):]')=1—[1—]%T- (1)

The probability of a collision in the interval of
length s (s > tp) is determined by the expression:
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where 7 is the number of nodes, T'is the average time
between node transfers, ¢, is the p rotocol transfer
time. Let’s analyze the issues of the number of nodes
that remain in collision in the interval s for the case
s >t,. We investigate the probability of a collision in

the interval s for the case.
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Two dependences for the probability of collision are
obtained (Fig.). Expression (1) describes the probabil-

ity of a collision in a short continuation time ¢ ) of the
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Below are the models characterizing the lower
and upper estimates of the conditional probability of
the number of gears remaining in collision in the in-
terval s, assuming that the number of gears in the
transmission interval in the interval s (s > ) is equal
toj. Let Y, be the number of gears remaining in col-
lision in the interval of length s.

Then

(3)
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Models characterizing the lower and upper esti-
mates of the expected number of gears in collision
and the variance of the number of gears in collision
in the interval of length D(Y, )=,/D*(Y,) are ob-
tained. Let s >7,.
S
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provision of the protocol, determining the probability
of undisturbed provision of the protocol. Expression
(2) is derived using other properties of the Poisson pro-
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cess regarding the probability of a collision in a suffi-
ciently long transmission continuation time. The graphs
illustrate the possibility of a collision depending on the
number of nodes (sensors) for the set average time be-
tween message transmissions, and also shows the de-
pendence on the average protocol transmission time if
the number of nodes is set (Fig.). For the average time
between node transmissions equal to 10 seconds, the
maximum number of nodes at which quality is ensured
at a probability level of no more than 10~ is 10, and for
the average time between node transmissions equal to
30 seconds, the maximum number of nodesis 50 [ S; 6].

Conclusion

The work is devoted to solving an important and
in-demand task-the development of information tech-
nology for monitoring environmental parameters in
the modern concept of the Internet of Things (IoT) -
taking into account the uncertainty of information
sources and the possibility of crisis situations.

The paper analyzes the principles of construc-
tion, development of technological solutions and
the direction of development of monitoring systems
in the concept of the Internet of Things (10T, con-
sisting of physical devices, as a result of which the

shortcomings of known approaches are revealed and
the expediency and necessity of creating mathemati-
cal models, methods, communication protocols of
WSN networks with random access and correspond-
ing information technologies for monitoring envi-
ronmental parameters are proved. among them, to
ensure high performance, quality and survivability
by the creators of the systems [6; 7].

Stochastic models of the functioning of wireless
sensor networks using randomized network param-
eters (with a variable number of nodes and random
participation of nodes in separate groups of network
nodes) have been improved, which made it possible
to assess the possibility of signal collisions and de-
sign IoT communication protocols more efficiently.
These models allowed us to estimate the probability
of a signal collision: the maximum number of nodes
providing transmission quality at the level of the
probability of a collision not higher than 107 is 50
pcs., and the number of nodes involved in the colli-
sion was negligible compared to the average number
of transmissions, in particular, the ratio of the aver-
age number of nodes involved in the collision to the
average The number of gearsis 107.
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